Utiles
Date: 2015-02-09

Contrasenas
Generadores

Hash

Pentesting + Seguridad

Buscadores

Shodan
ZoomEye

Fuerza bruta

dirs3arch - [Python] [HTTP(S) directorios/ficheros ]

crowbar - [Python] [OpenVPN, SSH private key authentication, VNC key authentication,
Remote Desktop Protocol (RDP) with NLA support]

Integrated Penetration Testing Environment [IPTE]
Faraday - [Python]

Security Frameworks
.. Exploit Pack <http://exploitpack.com/>"_

Formacion
Cybrary - Free IT and CyberSecurity Learning

Entornos de pruebas
bWAPP - [PHP + MySQL] [Web]

Monitorizacion

MySQL
A top clone for MySQL - MyTOP


http://www.shodanhq.com/
http://www.shodanhq.com/
https://github.com/maurosoria/dirs3arch
https://github.com/galkan/crowbar
http://www.faradaysec.com/
http://exploitpack.com/
http://www.cybrary.it/
http://www.itsecgames.com/
http://jeremy.zawodny.com/mysql/mytop/

Defensa
Firewalls

WAF

Shadow Daemon - Collection of tools to detect, protocol and prevent attacks on web
applications

MITM

etherwall - [Python] [Linux]

Web Shells

DAws - [PHP] [Linux, Windows]
Forense

File Carving

foremost - [C] [Linux]
scapel [C++] [Linux, Windows]

Exploits

CVE Details
pwntools - CTF framework and exploit development library - [Python]


https://shadowd.zecure.org/overview/introduction/
https://github.com/rndc/etherwall
https://github.com/dotcppfile/DAws
http://foremost.sourceforge.net/
https://github.com/sleuthkit/scalpel
http://www.cvedetails.com/
https://pwntools.readthedocs.org/en/latest/#
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